
DoWe Need Responsible XR? Drawing on Responsible AI to
Inform Ethical Research and Practice into XRAI / the Metaverse

Mark McGill
Joseph O’Hagan
Thomas Goodge
Graham Wilson
Mohamed Khamis
University of Glasgow

Glasgow, UK

Veronika Krauß
University of Applied Sciences

Ansbach
Ansbach, Germany

Jan Gugenheimer
TU Darmstadt

Darmstadt, Germany

Abstract
This position paper for the CHI 2025 workshop "Everyday AR
through AI-in-the-Loop" reflects on whether as a field HCI needs
to define Responsible XR as a parallel to, and in conjunction with,
Responsible AI, addressing the unique vulnerabilities posed bymass
adoption of wearable AI-enabled AR glasses and XR devices that
could enact AI-driven human perceptual augmentation.
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1 XRAI and the Future Augmented Society
Everyday AR headsets have the potential to supplant our reliance
on physical smartphones, monitors and displays [17, 33, 36, 46], en-
abling users to optically and aurally track, understand, and augment
theworld and its inhabitants. This is likely to herald new capabilities
in augmented intelligence [75] and perception [22, 56, 57], com-
munication [5], productivity [13, 36], accessibility [39], and more
- promising the transformative ability to “build a better reality”
[21]. AI will be a facilitator and amplifier here, empowering users,
communities, business, governments and others to alter, augment,
diminish or otherwise mediate our perception of reality [41, 57]

We reflect on the emerging ethical risks [6, 29, 62, 72] and vulner-
abilities [9, 16, 28, 55, 69] exposed by XR-driven human perceptual
augmentation, where AR glasses in-particular can instrument our
everyday lives, and wearable AI-in-the-loop can then act to alter or
override our perception of the world accordingly [43, 44] through
personal and metaversal layers atop reality, and ask: do we need
Responsible XR as a parallel to Responsible AI [4, 38, 67]? And if
so, how do we as a community work to define, achieve consensus
around, and advocate for best practice given the emerging conver-
gence of consumer wearable spatial computing and AI?
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1.1 The Death of Mental and Bystander Privacy
A device that can sense, record, and allow AI to ingest the instru-
mented behaviour, physiology, actions and social interactions of
the user inherently undermines mental privacy [23, 74] through the
capacity to model a user’s preferences (biometric psychography),
social bias (e.g. revealing aversions or sexual preferences), cognitive
and attentional load, mental demand/fatigue and more [1, 11, 47].
But such devices also risk the privacy of bystanders [45, 48–51]. For
example, FRL/MRL posited the concept of LiveMaps1, arguably a
form of distributed public surveillance driven by wearable cameras.
Privacy is also related to solitude, and there is ultimately a question
of if we are ever truly alone given wearable, ever-present AI.

1.2 The Death of a Common, Shared Reality
AR overlays digital elements onto the physical world, whilst the
role of AI is arguably to generate/refine/curate those elements
[2, 14], tailoring them to individuals [65] based on their preference,
behaviour and bias, as well as the desires of other stakeholders
(platforms, companies, governments etc.) [30, 42]. With a single
prompt, a user could leverage generative AI to personalize their
perception of themselves [10] and their surrounding reality [2, 14].
This might be for benign or beneficial reasons, such as enhanc-
ing mental health by increasing the prevalence of nature on a city
walk; or for more questionable purposes, from “nudification” [18]
or sexual appropriation of others [51], to censoring others based on
pre-existing prejudices [10]. And more generally, such a technology
would, for better or worse, undermine the concept of a shared or
even objective reality that we all experience. This poses potential
benefits - for example replaying cherished memories tied to a loca-
tion [9] - but also risks around enacting perceptual filter bubbles or
facilitating escapism from reality [16], and could further transpose
the divisions of online life to our everyday perception of reality.
Would we be together but apart, perceiving different worlds?

1.3 The Death of Human Core Skills
The scope of assistive augmentations to "fundamentally transform
human ability" [68] is significant, from enhancing cognition and
intelligence [15] to memory [8, 9]. However, would we become re-
liant, even dependent [7, 64], on such enhancements, and what risk
would this pose to core human skills that we develop throughout
our lives? A tendency to forget where keys are can be indicative of
decreased memory function [58] - if our AR glasses remember this
1https://www.youtube.com/watch?v=JTa8zn0RNVM
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for us, does this undermine the utility of such self-report tests of
memory, or even degrade our capacity to remember?

1.4 The Death of Real Human Communication
One appealing assistive enhancement is likely to be in AI in the
conversational loop - from the functional comprehension of speech
(assistive captioning [31, 34, 35], real-time translation etc.), to better
understanding speech content (e.g. providing contextually relevant
information) [24], to better understanding the speaker (e.g. their
affective state, intonation etc.). Ultimately, this amounts to AI aug-
menting how we socialise and interact with others. Again, the risk
of dependency and a loss of social skills is possible. Consider a first
date between two people, both using XRAI conversational assis-
tance - do humans end up the physical means by which two LLMs
seduce each other?

1.5 When a Place Becomes an Augmented Void
We are living through the pollution of the internet by AI autophagy
in real-time [20, 73], where AI ingests, generates, distributes and in-
gests online content once more - an AI Ouroboros arguably leading
to homogenization of thought whilst undermining human creativ-
ity [3, 19, 40]. With XR, this could manifest in diminishing physical,
tangible creation - consider a public space that becomes an aug-
mented void, where any notable aesthetic or artistic features are
purely digital, and where the absence of AR makes the physical
environment less desirable [25]. Indeed, places may become ho-
mogenous, subject to the same augmentations, digital displays, and
pervasive adverts as illustrated in HYPER-REALITY [27].

1.6 Exacerbating Access Inequality
XRAI demands potentially significant hardware (e.g. Meta Orion
being projected to cost $10000) and software (e.g. ChatGPT pro
currently costs $200 a month) costs as the economic price to pay
for access to such assistive augmentation. This will inevitably lead
to further social stratification and a new "digital divide" [70] be-
tween the haves and have-nots. Consider interviewing for a job
where your competitors have better AI, more seamless perceptual
augmentation, and are better practised at operating in synchrony
with said technology. Then consider that existing socioeconomic
disparities would ensure that select nations would benefit from
such human augmentation preferentially over emerging nations.

1.7 The Death of Agency and Autonomy
XR also innately exposes users to new vulnerabilities around decep-
tion and manipulation [28, 55], particularly if coerced in an attempt
to avoid the aforementioned access inequality through subsidised
access to headsets, metaversal platforms, and the AI that drives XR
experiences [28, 44]. Given the technology’s capacity to instrument
its user and the world around them, and mediate their perception of
said world, the value to be extracted from subsidised access would
likely lie around data - erosion of mental privacy and worldscraping
in particular - and control - over our perception [44], attention [52],
cognition and memory [9] and our resultant thoughts, behaviours,
attitudes and actions. Ultimately, those stakeholders that subsidise
or gatekeep access to these powerful technologies might choose to
diminish our autonomy and agency over the decisions we take in

life to better serve their aims - from directing purchasing [55] to
influencing political views [59]. XRAI would then mirror what we
have seen occur in social media - the commodification of thought
and behaviour enacted through the algorithms that determine what
we perceive in our onlife [66]. Kasahara et al. [26] presented a
closed-loop system with the intention to unconsciously influence a
user’s cognitive processes or even decision-making. They propose
a combination of a generative adversarial system combined with
reinforcement learning that connects the user in a closed-loop sys-
tem (using fMRI) to an generative image generator. The images are
generated with the intention of inducing a specific mental state in
the user and gradient ascent on the latent space is used to steer
these adaptations in the right direction. They discuss their system
as a traditional desktop application, but if combined with everyday
XR and the images generated are filters on top of reality, which
influences the user imperceptibly, the result becomes a “perfect”
manipulation machine presenting a very powerful and dangerous
concept: Computational Perceptual Manipulations in XR.

1.8 When the Virtual Becomes Too Real
Finally, there is consideration of the risks of ever-increasing percep-
tual realism [32, 62], interactional realism [71] and plausibility [60]
fueled by generative AI [12], particularly in the near-term for im-
mersive VR, but of increasing performance as we reach high-fidelity
everyday AR. From moral risks of isolation and withdrawal from
reality [54], to the potential for real affective impact and trauma
based on perceptually realistic unreal experiences or simulations
[53], there is a consideration as to whether it remains ethical to
pursue genuine perceptual realism.

2 The Need to Define Responsible XR?
The vignettes above cherry pick potential emergent harms envi-
sioned around the mass adoption of everyday XRAI, but are illustra-
tive that the balance between benefit and harm for this emerging,
intersectional technology is at stake. We posit that HCI in partic-
ular needs to play a more active, strategic, and communal role in
considering these risks and the technological, social and policy
mitigations that could safeguard society from the worst of this. We
need to take responsibility for the ethical and responsible explo-
ration and dissemination of research around emerging technology
harms. Is it responsible to use scenario elicitation or design fictions
[16, 28, 37, 55] to map out future vulnerabilities and harms, or is this
providing a roadmap to those that might exploit this technology?
Should we as a community be considering responsible use/ethics
statements [28] or is this paying lipservice to ethics? Moreover, how
as a community can we more effectively come together to define
and understand the risks posed [61], similar to related efforts such
as the AI Risk Repository [63]? How can we foster interdisciplinary
consideration (e.g. Criminology, Law) of these risks? And how can
we distil an ethical and responsible vision for how XR could work
(e.g. considering reliability, safety, trust) that could see the back-
ing of industry and government? One route might be to consider
perceptual rights [43, 44] that might enshrine limitations to how
perceptual mediation could be exploited, similar to how e.g. the EU
AI Act begins to limit risky AI and AI’s capacity for manipulation.



Do We Need Responsible XR? CHI ’25 "Everyday AR through AI-in-the-Loop" Workshop, ,

Acknowledgments
This research was supported by UK Research and Innovation (UKRI)
under the UK Government’s Horizon Europe funding guarantee
(AUGSOC) [EP/Z000068/1]. It was also supported by the AI Safety
Institute (AISI) under theWearAI project.

References
[1] Melvin Abraham, Mohamed Khamis, and Mark McGill. 2024. Don’t Record My

Private pARts: Understanding The Role of Sensitive Contexts and Privacy Per-
ceptions in Influencing Attitudes Towards Everyday Augmented Reality Sensor
Usage. (2024). http://mkhamis.com/data/papers/abraham2024ismar.pdf

[2] Setareh Aghel Manesh, Tianyi Zhang, Yuki Onishi, Kotaro Hara, Scott Bateman,
Jiannan Li, and Anthony Tang. 2024. How People Prompt Generative AI to
Create Interactive VR Scenes. In Proceedings of the 2024 ACMDesigning Interactive
Systems Conference (DIS ’24). Association for Computing Machinery, New York,
NY, USA, 2319–2340. https://doi.org/10.1145/3643834.3661547 event-place:
Copenhagen, Denmark.

[3] Barrett R Anderson, Jash Hemant Shah, and Max Kreminski. 2024. Homogeniza-
tion Effects of Large Language Models on Human Creative Ideation. In Creativity
and Cognition. ACM, Chicago IL USA, 413–425. https://doi.org/10.1145/3635636.
3656204

[4] Alejandro Barredo Arrieta, Natalia Díaz-Rodríguez, Javier Del Ser, Adrien Ben-
netot, Siham Tabik, Alberto Barbado, Salvador García, Sergio Gil-López, Daniel
Molina, and Richard Benjamins. 2020. Explainable Artificial Intelligence (XAI):
Concepts, taxonomies, opportunities and challenges toward responsible AI. In-
formation fusion 58 (2020), 82–115. https://doi.org/10.1016/j.inffus.2019.12.012
Publisher: Elsevier.

[5] Artanim. 2020. Creating an Interactive VR Experience with the VRTogether Plat-
form. https://vrtogether.eu/2020/11/18/creating-an-interactive-vr-experience-
with-the-vrtogether-platform/

[6] Mark Billinghurst. 2021. Grand Challenges for Augmented Reality. Frontiers in
Virtual Reality (2021). https://doi.org/10/gjrwsw

[7] Mriganka Biswas and John Murray. 2025. “Incomplete Without Tech”: Emotional
Responses and the Psychology of AI Reliance. In Towards Autonomous Robotic Sys-
tems, M. Nazmul Huda, MingfengWang, and Tatiana Kalganova (Eds.). Vol. 15051.
Springer Nature Switzerland, Cham, 119–131. https://doi.org/10.1007/978-3-
031-72059-8_11 Series Title: Lecture Notes in Computer Science.

[8] Elise Bonnail, Julian Frommel, Eric Lecolinet, Samuel Huron, and Jan Gugen-
heimer. 2024. Was it Real or Virtual? Confirming the Occurrence and Explaining
Causes of Memory Source Confusion between Reality and Virtual Reality. In
Proceedings of the 2024 CHI Conference on Human Factors in Computing Systems
(CHI ’24). Association for Computing Machinery, New York, NY, USA, 1–17.
https://doi.org/10.1145/3613904.3641992

[9] Elise Bonnail, Wen-Jie Tseng, Mark Mcgill, Eric Lecolinet, Samuel Huron, and Jan
Gugenheimer. 2023. Memory Manipulations in Extended Reality. In Proceedings
of the 2023 CHI Conference on Human Factors in Computing Systems (Hamburg,
Germany) (CHI ’23). Association for Computing Machinery, New York, NY, USA,
Article 875, 20 pages. https://doi.org/10.1145/3544548.3580988

[10] Jolie Bonner, Florian Mathis, Joseph O’Hagan, and Mark McGill. 2023. When
Filters Escape the Smartphone: Exploring Acceptance and Concerns Regarding
Augmented Expression of Social Identity for Everyday AR. In ACM Symposium on
Virtual Reality Software and Technology (VRST 2023). Christchurch, New Zealand.
https://eprints.gla.ac.uk/304939/ Conference Name: 29th ACM Symposium on
Virtual Reality Software and Technology (VRST 2023) Meeting Name: 29th ACM
Symposium on Virtual Reality Software and Technology (VRST 2023) Place:
Christchurch, New Zealand.

[11] Jolie Bonner, Joseph O’Hagan, Florian Mathis, Jamie Ferguson, and Mohamed
Khamis. 2022. Using Personal Data to Support Authentication: User Attitudes
and Suitability. In Proceedings of the 20th International Conference on Mobile and
Ubiquitous Multimedia (Leuven, Belgium) (MUM ’21). Association for Computing
Machinery, New York, NY, USA, 35–42. https://doi.org/10.1145/3490632.3490644

[12] Vinay Chamola, Gaurang Bansal, Tridib Kumar Das, Vikas Hassija, Siva Sai,
Jiacheng Wang, Sherali Zeadally, Amir Hussain, Fei Richard Yu, Mohsen Guizani,
and Dusit Niyato. 2024. Beyond Reality: The Pivotal Role of Generative AI
in the Metaverse. IEEE Internet of Things Magazine 7, 4 (July 2024), 126–135.
https://doi.org/10.1109/IOTM.001.2300174 Conference Name: IEEE Internet of
Things Magazine.

[13] Hyunsung Cho, Drew Edgar, David Lindlbauer, and Joseph O’Hagan. 2025. Eval-
uating Dynamic Delivery of Audio+ Visual Message Notifications in XR. (2025).

[14] Fernanda De La Torre, Cathy Mengying Fang, Han Huang, Andrzej Banburski-
Fahey, Judith Amores Fernandez, and Jaron Lanier. 2024. LLMR: Real-time
Prompting of Interactive Worlds using Large Language Models. In Proceedings
of the 2024 CHI Conference on Human Factors in Computing Systems (CHI ’24).
Association for Computing Machinery, New York, NY, USA, 1–22. https://doi.
org/10.1145/3613904.3642579

[15] Jayfus T. Doswell and Anna Skinner. 2014. Augmenting Human Cognition with
Adaptive Augmented Reality. In Foundations of Augmented Cognition. Advancing
Human Performance and Decision-Making through Adaptive Systems, Dylan D.
Schmorrow and Cali M. Fidopiastis (Eds.). Springer International Publishing,
Cham, 104–113. https://doi.org/10.1007/978-3-319-07527-3_10

[16] Chloe Eghtebas, Gudrun Klinker, Susanne Boll, and Marion Koelle. 2023. Co-
Speculating on Dark Scenarios and Unintended Consequences of a Ubiquitous(ly)
Augmented Reality. In Proceedings of the 2023 ACM Designing Interactive Systems
Conference (DIS ’23). Association for Computing Machinery, New York, NY, USA,
2392–2407. https://doi.org/10.1145/3563657.3596073

[17] David Englmeier, Joseph O’Hagan, Mengyi Zhang, Florian Alt, Andreas Butz,
Tobias Höllerer, and Julie Williamson. 2020. TangibleSphere – Interaction Tech-
niques for Physical and Virtual Spherical Displays. In Proceedings of the 11th
Nordic Conference on Human-Computer Interaction: Shaping Experiences, Shaping
Society (Tallinn, Estonia) (NordiCHI ’20). Association for Computing Machinery,
NewYork, NY, USA, Article 75, 11 pages. https://doi.org/10.1145/3419249.3420101

[18] Mary Anne Franks. 2017. The Desert of the Unreal: Inequality in Virtual and
Augmented Reality. U.C.D. L. Rev. (2017). https://repository.law.miami.edu/fac_
articles/539

[19] A. Shaji George, T. Baskar, and P. Balaji Srikaanth. 2024. The Ero-
sion of Cognitive Skills in the Technological Age: How Reliance on
Technology Impacts Critical Thinking, Problem-Solving, and Creativity.
(2024). https://www.researchgate.net/profile/A-Shaji-George/publication/
381452876_The_Erosion_of_Cognitive_Skills_in_the_Technological_Age_
How_Reliance_on_Technology_Impacts_Critical_Thinking_Problem-
Solving_and_Creativity/links/666db7ab85a4ee7261c5a529/The-Erosion-
of-Cognitive-Skills-in-the-Technological-Age-How-Reliance-on-Technology-
Impacts-Critical-Thinking-Problem-Solving-and-Creativity.pdf

[20] Dame Wendy Hall and Ben Hawes. 2024. Large Language Models: Prediction,
pollution and projection. https://doi.org/10.5258/SOTON/WSI-WP012 Num
Pages: 4 Pages: 4 Publisher: University of Southampton.

[21] John Hanke. 2021. The Metaverse Is a Dystopian Nightmare. Let’s Build a Better
Reality. https://nianticlabs.com/news/real-world-metaverse/

[22] Olivier Hugues, Philippe Fuchs, and Olivier Nannipieri. 2011. New Augmented
Reality Taxonomy: Technologies and Features of Augmented Environment. In
Handbook of Augmented Reality.

[23] Marcello Ienca. [n. d.]. Do We Have a Right to Mental Privacy and Cognitive
Liberty? https://blogs.scientificamerican.com/observations/do-we-have-a-right-
to-mental-privacy-and-cognitive-liberty/

[24] Shivesh Jadon, Mehrad Faridan, Edward Mah, Rajan Vaish, Wesley Willett, and
Ryo Suzuki. 2024. Augmented Conversation with Embedded Speech-Driven
On-the-Fly Referencing in AR. https://doi.org/10.48550/arXiv.2405.18537
arXiv:2405.18537 [cs].

[25] Alan Joy and Joseph O’Hagan. 2025. Acceptance of an Augmented Society: Initial
Explorations into the Acceptability of Augmenting Real World Locations. arXiv
preprint arXiv:2502.06378 (2025).

[26] Mikihiro Kasahara, Taiki Oka, Vincent Taschereau-Dumouchel, Mitsuo Kawato,
Hiroki Takakura, and Aurelio Cortese. 2024. Generative AI-based closed-loop
fMRI system. arXiv preprint arXiv:2401.16742 (2024).

[27] Keiichi Matsuda. 2016. HYPER-REALITY. https://www.youtube.com/watch?v=
YJg02ivYzSs

[28] Veronika Krauß, Pejman Saeghe, Alexander Boden, Mohamed Khamis, Mark
McGill, Jan Gugenheimer, and Michael Nebeling. 2023. What Makes XR Dark?
Examining Emerging Dark Patterns in Augmented and Virtual Reality through
Expert Co-Design. In In Review for CHI Conference on Human Factors in Computing
Systems (CHI ’23).

[29] Veronika Krauß, Jenny Berkholz, Lena Recki, and Alexander Boden. 2023. Beyond
Well-Intentioned: AnHCI Students’ Ethical Assessment of Their OwnXRDesigns.
In 2023 IEEE International Symposium on Mixed and Augmented Reality (ISMAR).
59–68. https://doi.org/10.1109/ISMAR59233.2023.00020 ISSN: 2473-0726.

[30] Veronika Krauß, MarkMcGill, Thomas Kosch, Yolanda Thiel, Dominik Schön, and
Jan Gugenheimer. 2025. “Create a Fear of Missing Out” — ChatGPT Implements
Unsolicited Deceptive Designs in Generated Websites Without Warning. In CHI
Conference on Human Factors in Computing Systems (CHI ’25). https://doi.org/10.
1145/3706598.3713083 Conference Name: ACM CHI 2025 Meeting Name: ACM
CHI 2025 Place: Yokohama, Japan.

[31] Jingya Li. 2023. Augmented Reality Visual-Captions: Enhancing Captioning
Experience for Real-Time Conversations. In Distributed, Ambient and Pervasive
Interactions, Norbert A. Streitz and Shin’ichi Konomi (Eds.). Springer Nature
Switzerland, Cham, 380–396.

[32] Michael Madary and Thomas K. Metzinger. 2016. Real Virtuality: A Code of Ethi-
cal Conduct. Recommendations for Good Scientific Practice and the Consumers
of VR-Technology. Frontiers in Robotics and AI (2016). https://doi.org/10/gc6znw

[33] Shady Mansour, Pascal Knierim, Joseph O’Hagan, Florian Alt, and Florian Mathis.
2023. BANS: Evaluation of Bystander Awareness Notification Systems for Pro-
ductivity in VR. In Network and Distributed Systems Security (NDSS) Symposium
2023. https://doi.org/10.14722/usec.2023.234566

https://augsoc-project.org/
http://mkhamis.com/data/papers/abraham2024ismar.pdf
https://doi.org/10.1145/3643834.3661547
https://doi.org/10.1145/3635636.3656204
https://doi.org/10.1145/3635636.3656204
https://doi.org/10.1016/j.inffus.2019.12.012
https://vrtogether.eu/2020/11/18/creating-an-interactive-vr-experience-with-the-vrtogether-platform/
https://vrtogether.eu/2020/11/18/creating-an-interactive-vr-experience-with-the-vrtogether-platform/
https://doi.org/10/gjrwsw
https://doi.org/10.1007/978-3-031-72059-8_11
https://doi.org/10.1007/978-3-031-72059-8_11
https://doi.org/10.1145/3613904.3641992
https://doi.org/10.1145/3544548.3580988
https://eprints.gla.ac.uk/304939/
https://doi.org/10.1145/3490632.3490644
https://doi.org/10.1109/IOTM.001.2300174
https://doi.org/10.1145/3613904.3642579
https://doi.org/10.1145/3613904.3642579
https://doi.org/10.1007/978-3-319-07527-3_10
https://doi.org/10.1145/3563657.3596073
https://doi.org/10.1145/3419249.3420101
https://repository.law.miami.edu/fac_articles/539
https://repository.law.miami.edu/fac_articles/539
https://www.researchgate.net/profile/A-Shaji-George/publication/381452876_The_Erosion_of_Cognitive_Skills_in_the_Technological_Age_How_Reliance_on_Technology_Impacts_Critical_Thinking_Problem-Solving_and_Creativity/links/666db7ab85a4ee7261c5a529/The-Erosion-of-Cognitive-Skills-in-the-Technological-Age-How-Reliance-on-Technology-Impacts-Critical-Thinking-Problem-Solving-and-Creativity.pdf
https://www.researchgate.net/profile/A-Shaji-George/publication/381452876_The_Erosion_of_Cognitive_Skills_in_the_Technological_Age_How_Reliance_on_Technology_Impacts_Critical_Thinking_Problem-Solving_and_Creativity/links/666db7ab85a4ee7261c5a529/The-Erosion-of-Cognitive-Skills-in-the-Technological-Age-How-Reliance-on-Technology-Impacts-Critical-Thinking-Problem-Solving-and-Creativity.pdf
https://www.researchgate.net/profile/A-Shaji-George/publication/381452876_The_Erosion_of_Cognitive_Skills_in_the_Technological_Age_How_Reliance_on_Technology_Impacts_Critical_Thinking_Problem-Solving_and_Creativity/links/666db7ab85a4ee7261c5a529/The-Erosion-of-Cognitive-Skills-in-the-Technological-Age-How-Reliance-on-Technology-Impacts-Critical-Thinking-Problem-Solving-and-Creativity.pdf
https://www.researchgate.net/profile/A-Shaji-George/publication/381452876_The_Erosion_of_Cognitive_Skills_in_the_Technological_Age_How_Reliance_on_Technology_Impacts_Critical_Thinking_Problem-Solving_and_Creativity/links/666db7ab85a4ee7261c5a529/The-Erosion-of-Cognitive-Skills-in-the-Technological-Age-How-Reliance-on-Technology-Impacts-Critical-Thinking-Problem-Solving-and-Creativity.pdf
https://www.researchgate.net/profile/A-Shaji-George/publication/381452876_The_Erosion_of_Cognitive_Skills_in_the_Technological_Age_How_Reliance_on_Technology_Impacts_Critical_Thinking_Problem-Solving_and_Creativity/links/666db7ab85a4ee7261c5a529/The-Erosion-of-Cognitive-Skills-in-the-Technological-Age-How-Reliance-on-Technology-Impacts-Critical-Thinking-Problem-Solving-and-Creativity.pdf
https://www.researchgate.net/profile/A-Shaji-George/publication/381452876_The_Erosion_of_Cognitive_Skills_in_the_Technological_Age_How_Reliance_on_Technology_Impacts_Critical_Thinking_Problem-Solving_and_Creativity/links/666db7ab85a4ee7261c5a529/The-Erosion-of-Cognitive-Skills-in-the-Technological-Age-How-Reliance-on-Technology-Impacts-Critical-Thinking-Problem-Solving-and-Creativity.pdf
https://doi.org/10.5258/SOTON/WSI-WP012
https://nianticlabs.com/news/real-world-metaverse/
https://blogs.scientificamerican.com/observations/do-we-have-a-right-to-mental-privacy-and-cognitive-liberty/
https://blogs.scientificamerican.com/observations/do-we-have-a-right-to-mental-privacy-and-cognitive-liberty/
https://doi.org/10.48550/arXiv.2405.18537
https://www.youtube.com/watch?v=YJg02ivYzSs
https://www.youtube.com/watch?v=YJg02ivYzSs
https://doi.org/10.1109/ISMAR59233.2023.00020
https://doi.org/10.1145/3706598.3713083
https://doi.org/10.1145/3706598.3713083
https://doi.org/10/gc6znw
https://doi.org/10.14722/usec.2023.234566


CHI ’25 "Everyday AR through AI-in-the-Loop" Workshop, , McGill et al.

[34] Roshan Mathew, Brian Mak, and Wendy Dannels. 2022. Access on Demand:
Real-time, Multi-modal Accessibility for the Deaf and Hard-of-Hearing based on
Augmented Reality. In Proceedings of the 24th International ACM SIGACCESS Con-
ference on Computers and Accessibility (ASSETS ’22). Association for Computing
Machinery, New York, NY, USA, 1–6. https://doi.org/10.1145/3517428.3551352

[35] Florian Mathis, Jolie Bonner, Joseph O’Hagan, and Mark McGill. 2023. Breaking
Boundaries: Harnessing Mixed Reality to Enhance Social Engagement. (2023).

[36] MarkMcgill, Aidan Kehoe, Euan Freeman, and Stephen Brewster. 2020. Expanding
the Bounds of Seated VirtualWorkspaces. ACM Transactions on Computer-Human
Interaction 3 (2020). https://doi.org/10/ghwfhx

[37] Abraham Hani Mhaidli and Florian Schaub. 2021. Identifying Manipulative
Advertising Techniques in XR Through Scenario Construction. In Proceedings of
the 2021 CHI Conference on Human Factors in Computing Systems. ACM, Yokohama
Japan, 1–18. https://doi.org/10.1145/3411764.3445253

[38] Patrick Mikalef, Kieran Conboy, Jenny Eriksson Lundström, and Aleš Popovič.
2022. Thinking responsibly about responsible AI and ‘the dark side’ of AI.
European Journal of Information Systems 31, 3 (May 2022), 257–268. https:
//doi.org/10.1080/0960085X.2022.2026621

[39] Hein Min Htike, Tom H. Margrain, Yu-Kun Lai, and Parisa Eslambolchilar. 2021.
Augmented Reality Glasses as an Orientation and Mobility Aid for People with
Low Vision: A Feasibility Study of Experiences and Requirements. In Proceedings
of the 2021 CHI Conference on Human Factors in Computing Systems (Yokohama,
Japan) (CHI ’21). Association for Computing Machinery, New York, NY, USA,
Article 729, 15 pages. https://doi.org/10.1145/3411764.3445327

[40] Kibum Moon, Adam Green, and Kostadin Kushlev. 2024. Homogenizing Effect of
Large Language Model (LLM) on Creative Diversity: An Empirical Comparison.
https://osf.io/8p9wu/download

[41] Shohei Mori, Sei Ikeda, and Hideo Saito. 2017. A Survey of Diminished Reality:
Techniques for Visually Concealing, Eliminating, and Seeing through Real Objects.
IPSJ Transactions on Computer Vision and Applications 1 (2017). https://doi.org/
10.1186/s41074-017-0028-1

[42] Arvind Narayanan, Arunesh Mathur, Marshini Chetty, and Mihir Kshirsagar.
2020. Dark Patterns: Past, Present, and Future: The evolution of tricky user
interfaces. Queue 18, 2 (2020), 67–92.

[43] Joseph O’Hagan, Gugenheimer, Florian Mathis, Jolie Bonner, Richard Jones, and
Mark McGill. 2024. A Viewpoint on the Societal Impact of Everyday Augmented
Reality, and the Need for Perceptual Human Rights. https://eprints.gla.ac.
uk/309639/ Conference Name: IEEE Security and Privacy 2024 Meeting Name:
IEEE Security and Privacy 2024 Publisher: Institute of Electrical and Electronics
Engineers (IEEE).

[44] Joseph O’Hagan, Jan Gugenheimer, Jolie Bonner, FlorianMathis, andMarkMcGill.
2023. Augmenting People, Places &Media: The Societal Harms Posed by Everyday
Augmented Reality, and the Case for Perceptual Human Rights. In Proceedings of
the 22nd International Conference on Mobile and Ubiquitous Multimedia (MUM
’23). Association for Computing Machinery, New York, NY, USA, 225–235. https:
//doi.org/10.1145/3626705.3627782

[45] Joseph O’Hagan, Mohamed Khamis, Mark McGill, and Julie R. Williamson.
2022. Exploring Attitudes Towards Increasing User Awareness of Reality
From Within Virtual Reality. In Proceedings of the 2022 ACM International Con-
ference on Interactive Media Experiences (Aveiro, JB, Portugal) (IMX ’22). As-
sociation for Computing Machinery, New York, NY, USA, 151–160. https:
//doi.org/10.1145/3505284.3529971

[46] Joseph O’Hagan, Mohamed Khamis, and Julie R. Williamson. 2021. Surveying
Consumer Understanding & Sentiment Of VR. In Proceedings of the International
Workshop on Immersive Mixed and Virtual Environment Systems (MMVE ’21)
(Istanbul, Turkey) (MMVE ’21). Association for Computing Machinery, New York,
NY, USA, 14–20. https://doi.org/10.1145/3458307.3460965

[47] Joseph O’Hagan, Pejman Saeghe, Jan Gugenheimer, Daniel Medeiros, Karola
Marky, Mohamed Khamis, and Mark McGill. 2023. Privacy-Enhancing Tech-
nology and Everyday Augmented Reality: Understanding Bystanders’ Vary-
ing Needs for Awareness and Consent. Proceedings of the ACM on Interac-
tive, Mobile, Wearable and Ubiquitous Technologies 6, 4 (Jan. 2023), 177:1–177:35.
https://doi.org/10.1145/3569501

[48] Joseph O’Hagan and Julie R. Williamson. 2020. Reality Aware VR Headsets.
In Proceedings of the 9TH ACM International Symposium on Pervasive Displays
(Manchester, United Kingdom) (PerDis ’20). Association for Computing Machin-
ery, New York, NY, USA, 9–17. https://doi.org/10.1145/3393712.3395334

[49] Joseph O’Hagan, Julie R. Williamson, Florian Mathis, Mohamed Khamis, and
Mark McGill. 2023. Re-Evaluating VR User Awareness Needs During Bystander
Interactions. In Proceedings of the 2023 CHI Conference on Human Factors in
Computing Systems (Hamburg, Germany) (CHI ’23). Association for Computing
Machinery, New York, NY, USA, Article 876, 17 pages. https://doi.org/10.1145/
3544548.3581018

[50] Joseph O’Hagan. 2023. Dynamic awareness techniques for VR user interactions
with bystanders. Ph. D. Dissertation. University of Glasgow.

[51] Joseph O’Hagan, Julie R. Williamson, Mark McGill, and Mohamed Khamis.
2021. Safety, Power Imbalances, Ethics and Proxy Sex: Surveying In-The-
Wild Interactions Between VR Users and Bystanders. In 2021 IEEE Interna-
tional Symposium on Mixed and Augmented Reality (ISMAR). 211–220. https:
//doi.org/10.1109/ISMAR52148.2021.00036 tex.ids= 9583820, joseph2021, oha-
ganSafetyPowerImbalances2021a ISSN: 1554-7868.

[52] Adrian Pandjaitan, Jannis Strecker, Kenan Bektas, and SimonMayer. 2024. Aucten-
tionAR - Auctioning Off Visual Attention in Mixed Reality. In Extended Ab-
stracts of the 2024 CHI Conference on Human Factors in Computing Systems
(CHI EA ’24). Association for Computing Machinery, New York, NY, USA, 1–
6. https://doi.org/10.1145/3613905.3650941

[53] Lena Podoletz, Mark McGill, David McIlhatton, Jill Marshall, Niamh Healy, and
Leonie Maria Tanczer. 2024. A Critical Review of Virtual and Extended Reality
Immersive Police Training: Application Areas, Benefits & Vulnerabilities. In
Proceedings of the 30th ACM Symposium on Virtual Reality Software and Technology
(VRST ’24). Association for Computing Machinery, New York, NY, USA, 1–21.
https://doi.org/10.1145/3641825.3687707

[54] Erick Jose Ramirez and Scott LaBarge. 2018. Real Moral Problems in the Use of
Virtual Reality. Ethics and Information Technology 4 (2018). https://doi.org/10/
gh2pgw

[55] Martina Ruocco, Pejman Saeghe, Frederic Kerber, Jan Gugenheimer, Mark McGill,
and Mohamed Khamis. 2024. From Redirected Navigation to Forced Attention:
Uncovering Manipulative and Deceptive Designs in Augmented Reality through
Retail Shopping. (2024). http://mkhamis.com/data/papers/ruocco2024ismar.pdf

[56] Hanna Schraffenberger and Edwin Van der Heide. 2014. Everything Augmented:
On the Real in Augmented Reality. Journal of Science and Technology of the Arts
1 (2014). https://doi.org/10/gh2qvb

[57] Hanna Kathrin Schraffenberger. 2018. Arguably Augmented Reality: Rela-
tionships between the Virtual and the Real. PhD Thesis. Ph. D. Dissertation.
https://openaccess. leidenuniv. nl/handle/1887/67292.

[58] Jamie J. Singer, Alex J. MacGregor, Lynn F. Cherkas, and Tim D. Spector. 2005.
Where Did I Leave My Keys? A Twin Study of Self-Reported Memory Ratings
Using the Multifactorial Memory Questionnaire. Twin Research and Human
Genetics 8, 2 (April 2005), 108–112. https://doi.org/10.1375/twin.8.2.108

[59] Mark Skwarek. 2018. Augmented Reality Activism. In Augmented Reality Art:
From an Emerging Technology to a Novel Creative Medium, Vladimir Geroimenko
(Ed.). https://doi.org/10.1007/978-3-319-69932-5_1

[60] Mel Slater. 2009. Place Illusion and Plausibility Can Lead to Realistic Behaviour in
Immersive Virtual Environments. Philosophical Transactions of the Royal Society
B: Biological Sciences 1535 (2009). https://doi.org/10/df44xc

[61] Mel Slater. 2021. Beyond Speculation About the Ethics of Virtual Reality: The
Need for Empirical Results. Frontiers in Virtual Reality (2021). https://doi.org/
10/gmmfh2

[62] Mel Slater, Cristina Gonzalez-Liencres, Patrick Haggard, Charlotte Vinkers, Re-
becca Gregory-Clarke, Steve Jelley, Zillah Watson, Graham Breen, Raz Schwarz,
William Steptoe, Dalila Szostak, Shivashankar Halan, Deborah Fox, and Jeremy
Silver. 2020. The Ethics of Realism in Virtual and Augmented Reality. Frontiers
in Virtual Reality (2020). https://doi.org/10/ggpvct

[63] Peter Slattery, Alexander K. Saeri, Emily A. C. Grundy, Jess Graham, Michael
Noetel, Risto Uuk, James Dao, Soroush Pour, Stephen Casper, and Neil Thompson.
2024. The AI Risk Repository: A Comprehensive Meta-Review, Database, and
Taxonomy of Risks From Artificial Intelligence. https://doi.org/10.48550/arXiv.
2408.12622 arXiv:2408.12622 [cs].

[64] Kristin Stewart, Rebeca Perren, Charles Chambers, and Ryley Zulauf. 2024. In
tech we rely: How technology dependence fuels consumer vulnerability. Journal
of Consumer Affairs 58, 4 (Dec. 2024), 905–945. https://doi.org/10.1111/joca.12610

[65] Jannis Strecker, Simon Mayer, and Kenan Bektas. 2024. Personalized Reality:
Challenges of Responsible Ubiquitous Personalization. In Mensch und Computer
2024-Workshopband. Gesellschaft für Informatik eV, 10–18420. https://dl.gi.de/
items/89eb4789-1778-49f7-87c6-884da15a6726

[66] Janos Szakolczai. [n. d.]. Onlife Criminology. https://bristoluniversitypress.co.
uk/onlife-criminology Publisher: Bristol University Press.

[67] Mohammad Tahaei, Marios Constantinides, Daniele Quercia, Sean Kennedy,
Michael Muller, Simone Stumpf, Q. Vera Liao, Ricardo Baeza-Yates, Lora Aroyo,
Jess Holbrook, Ewa Luger, Michael Madaio, Ilana Golbin Blumenfeld, Maria
De-Arteaga, Jessica Vitak, and Alexandra Olteanu. 2023. Human-Centered Re-
sponsible Artificial Intelligence: Current & Future Trends. In Extended Abstracts of
the 2023 CHI Conference on Human Factors in Computing Systems. ACM, Hamburg
Germany, 1–4. https://doi.org/10.1145/3544549.3583178

[68] Felicia Fang-Yi Tan, Chitralekha Gupta, Dixon Prem Daniel Rajendran, Pattie
Maes, and Suranga Nanayakkara. 2025. Assistive Augmentation: Fundamentally
Transforming Human Ability. Interactions 32, 1 (Jan. 2025), 22–27. https://doi.
org/10.1145/3702656

[69] Wen-Jie Tseng, Elise Bonnail, Mark McGill, Mohamed Khamis, Eric Lecolinet,
Samuel Huron, and Jan Gugenheimer. 2022. The Dark Side of Perceptual Manip-
ulations in Virtual Reality. In CHI Conference on Human Factors in Computing
Systems (CHI ’22). https://doi.org/10.1145/3491102.3517728

https://doi.org/10.1145/3517428.3551352
https://doi.org/10/ghwfhx
https://doi.org/10.1145/3411764.3445253
https://doi.org/10.1080/0960085X.2022.2026621
https://doi.org/10.1080/0960085X.2022.2026621
https://doi.org/10.1145/3411764.3445327
https://osf.io/8p9wu/download
https://doi.org/10.1186/s41074-017-0028-1
https://doi.org/10.1186/s41074-017-0028-1
https://eprints.gla.ac.uk/309639/
https://eprints.gla.ac.uk/309639/
https://doi.org/10.1145/3626705.3627782
https://doi.org/10.1145/3626705.3627782
https://doi.org/10.1145/3505284.3529971
https://doi.org/10.1145/3505284.3529971
https://doi.org/10.1145/3458307.3460965
https://doi.org/10.1145/3569501
https://doi.org/10.1145/3393712.3395334
https://doi.org/10.1145/3544548.3581018
https://doi.org/10.1145/3544548.3581018
https://doi.org/10.1109/ISMAR52148.2021.00036
https://doi.org/10.1109/ISMAR52148.2021.00036
https://doi.org/10.1145/3613905.3650941
https://doi.org/10.1145/3641825.3687707
https://doi.org/10/gh2pgw
https://doi.org/10/gh2pgw
http://mkhamis.com/data/papers/ruocco2024ismar.pdf
https://doi.org/10/gh2qvb
https://doi.org/10.1375/twin.8.2.108
https://doi.org/10.1007/978-3-319-69932-5_1
https://doi.org/10/df44xc
https://doi.org/10/gmmfh2
https://doi.org/10/gmmfh2
https://doi.org/10/ggpvct
https://doi.org/10.48550/arXiv.2408.12622
https://doi.org/10.48550/arXiv.2408.12622
https://doi.org/10.1111/joca.12610
https://dl.gi.de/items/89eb4789-1778-49f7-87c6-884da15a6726
https://dl.gi.de/items/89eb4789-1778-49f7-87c6-884da15a6726
https://bristoluniversitypress.co.uk/onlife-criminology
https://bristoluniversitypress.co.uk/onlife-criminology
https://doi.org/10.1145/3544549.3583178
https://doi.org/10.1145/3702656
https://doi.org/10.1145/3702656
https://doi.org/10.1145/3491102.3517728


Do We Need Responsible XR? CHI ’25 "Everyday AR through AI-in-the-Loop" Workshop, ,

[70] Eric Tsetsi and Stephen A. Rains. 2017. Smartphone Internet Access and Use:
Extending the Digital Divide and Usage Gap. Mobile Media & Communication 3
(2017). https://doi.org/10/gdqfdz

[71] Graham Wilson and Mark McGill. 2018. Violent Video Games in Virtual Reality:
Re-Evaluating the Impact and Rating of Interactive Experiences. CHI PLAY ’18
Proceedings of the 2018 Annual Symposium on Computer-Human Interaction in
Play (2018). https://doi.org/10/gf3ngh

[72] Carlos Bermejo Fernandez XianWang, Lik-Hang Lee and Pan Hui. 2023. The Dark
Side of Augmented Reality: Exploring Manipulative Designs in AR. International
Journal of Human-Computer Interaction 0, 0 (2023), 1–16. https://doi.org/10.1080/
10447318.2023.2188799 arXiv:https://doi.org/10.1080/10447318.2023.2188799

[73] Xiaodan Xing, Fadong Shi, Jiahao Huang, Yinzhe Wu, Yang Nan, Sheng Zhang,
Yingying Fang, Mike Roberts, Carola-Bibiane Schönlieb, Javier Del Ser, and
Guang Yang. 2024. When AI Eats Itself: On the Caveats of AI Autophagy. https:
//doi.org/10.48550/arXiv.2405.09597 arXiv:2405.09597 [cs].

[74] Rafael Yuste, Jared Genser, and Stephanie Herrmann. 2021. It’s Time for Neuro-
Rights. Horizons: Journal of International Relations and Sustainable Development
18 (2021).

[75] Nan-ning Zheng, Zi-yi Liu, Peng-ju Ren, Yong-qiang Ma, Shi-tao Chen, Si-yu
Yu, Jian-ru Xue, Ba-dong Chen, and Fei-yue Wang. 2017. Hybrid-Augmented
Intelligence: Collaboration and Cognition. Frontiers of Information Technology &
Electronic Engineering 2 (2017). https://doi.org/10/gg6r35

https://doi.org/10/gdqfdz
https://doi.org/10/gf3ngh
https://doi.org/10.1080/10447318.2023.2188799
https://doi.org/10.1080/10447318.2023.2188799
https://arxiv.org/abs/https://doi.org/10.1080/10447318.2023.2188799
https://doi.org/10.48550/arXiv.2405.09597
https://doi.org/10.48550/arXiv.2405.09597
https://doi.org/10/gg6r35

	Abstract
	1 XRAI and the Future Augmented Society
	1.1 The Death of Mental and Bystander Privacy
	1.2 The Death of a Common, Shared Reality
	1.3 The Death of Human Core Skills
	1.4 The Death of Real Human Communication
	1.5 When a Place Becomes an Augmented Void
	1.6 Exacerbating Access Inequality
	1.7 The Death of Agency and Autonomy
	1.8 When the Virtual Becomes Too Real

	2 The Need to Define Responsible XR?
	Acknowledgments
	References

